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Instructions

1. Visit https://www.hacksplaining.com/lessons
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2. Complete the three vulnerability lessons which are Host Header Poisoning, Insecure Design and Mass Assignment.


Critical vulnerabilities

3. Complete Confluence CVE-2023-22515 
https://tryhackme.com/room/confluence202322515 

Help Video: https://youtu.be/qpXqtcbR7go 


4. Complete Looney Tunables 
https://tryhackme.com/room/looneytunes 

Help Video: https://www.youtube.com/watch?v=lv4e742FR_8 
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Vulnerability Research

1. Complete Vulnerabilities 101 https://tryhackme.com/jr/vulnerabilities101 

Help video: https://youtu.be/tt3vFjVrP80 
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Confluence CVE-2023-22515
Exploit CVE-2023-22515 to get admin access to Confluence Server
and Data Center editions.

Looney Tunables
CVE-2023-4911: That's all Sec-Folks!

CVE-2023-38408
Learn how to move laterally abusing libraries' side effects in Ubuntu
(CVE-2023-38408).
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Vulnerability Research
g Familiarise yourself with the skills, research methods, and resourcesused v

to exploit vulnerable applications and systems.

Vulnerabilities 101
O ' Understand the flaws of an application and apply your researching skills on

some vulnerability databases.
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